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Introduction

FortiClient is an all-in-one comprehensive endpoint security solution that extends the power of Fortinet’s Advanced
Threat Protection (ATP) to end user devices. As the endpoint is the ultimate destination for malware that is seeking
credentials, network access, and sensitive information, ensuring that your endpoint security combines strong prevention
with detection and mitigation is critical.

This guide describes how to install and set up FortiClient iOS for the first time.
FortiClient iOS features

Feature Description

SSL VPN (Tunnel Mode) SSL VPN in Tunnel Mode supports the following:
o IPV4
Example: https://24.1.20.17
o IPV6

Example: https://[1002:470:71£f1:63::2]
o Full tunnel & split tunnel (IP and subnet based)
e SSL realm, custom DNS server, DNS suffix
o Username & password authentication
« PKI user with a personal certificate, FortiToken & Client Certificate

Web Filter All browser traffic is supported.
FortiTelemetry Connect to FortiGate and FortiClient EMS for central management.
mobileconfig Use the mobileconfig file to pre-configure a FortiClient Telemetry preferred host.

Once FortiClient starts, it uses this preferred host to connect.

FortiAnalyzer support Send logs to FortiAnalyzer when configured from FortiClient EMS. See the
FortiClient EMS Administration Guide.

SSL DNS server for split tunnel

To use the SSL DNS server for split tunnel, the DNS suffix must be configured on the FortiGate side. Following is an
example of configuring SSL DNS server for split tunnel using FortiOS:

config vpn ssl settings
set dns-suffix
"domainl.com;domain?2.com;domain3.com; domaind.com;domain5.com;domain6.com;domain7.com; domain8.c
om"
set dns-serverl 10.10.10.10
set dns-server2 10.10.10.11
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config vpn ssl web portal
edit "full-access"
set dns-serverl 10.10.10.10
set dns-server2 10.10.10.11
set split-tunneling enable

S ! ’, If the split tunnel is configured, only DNS requests that match DNS suffixes use the DNS
q servers configured in the VPN. Due to iOS limitations, the DNS suffixes are not used for
- search as in Windows. Using short (not FQDN) names may not be possible.

Supported platforms

FortiClient iOS is supported by iOS versions 9, 10, 11, and 12.

FortiClient iOS User Guide Fortinet, Inc.



Initial Configuration

The following sections provide instructions on initial configuration of FortiClient iOS:

Running FortiClient iOS

After downloading the FortiClient installer and running the application for the first time, you must acknowledge some
popups before continuing to add a VPN configuration. Acknowledge the notifications shown below.

Privacy Policy Highlights

Forticlient DOES NOT collect any user specific
personal information like username, photos or email
address.

Analytics

._I_l_l FortiClient Application may collect

some anonymous usage information
and send to Fortinet for App
enhancements & usability
improvements.

@ VPN
FortiClient Application does not |

monitor user's VPN traffic.

FortiClient
{'ﬁ" WebFilter The FortiClient App has been
——Y FortiClient webfilter feature, if enabled, Sl el LR o e Bl
features:

submits website urls to Fortinet servers

for category rating. * Tunnel mode SSLVPN

By selecting “l accept” below, you agree to FortiClient * WebFilter
Apps Terms of Service and Privacy Policy. (now supports all browsers)
| accept L OK, gotit J

To add a VPN connection:

1. Inthe Add VPN Configurations popup, tap Allow.

“FortiClient” Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using
VPN.

Allow Don't Allow

2. Tapthe VPN icon at the bottom of the screen to switch to the VPN page.

FortiClient iOS User Guide Fortinet, Inc.



Initial Configuration

3. Tap Connections > Edit > Add Configuration, then configure the following. Enter your passcode to confirm adding

the VPN.

iPad =

Cancel

Name

Host

Port

User

SERVER CERTIFICATE

1:36 PM

Add/Edit VPN

Hide invalid certificate warning

CLIENT CERTIFICATE

Use Certificate

Enter iPhone passcode
Add VPN Configurations

O o o o 0 O

D €
B €
0

3

DEF

MHO

wxrz

4. Tap Done twice.

3 67% @m )

Save

My ssl

Myssl.example.com

443

\,

The Name, Host and Port fields are required. The User, Hide invalid certificate waming,

and User Certificate fields are optional.

FortiClient iOS User Guide
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Initial Configuration

To enable a VPN connection:

1. Tapa VPN connection. A checkmark appears beside the VPN connection to indicate it is selected.

9:06 ull T ==

{ VPN VPN Edit

USER VPN GATEWAY

my ssl v

2. Tap the < button.
3. Swipe right to enable the VPN connection.

9:07 ull T ==

VPN

Connections

VPN

Status

4. If the username and password are not configured, enter the userame and passcode in the popup.

Username and password

Cancel OK

FortiClient iOS User Guide
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Initial Configuration 9

5. Tap OK. When connected, the tunnel interface IP, duration, and the bytes sent and received information display.

1:39 VPN

VPN

Connections
VPN

Status
P
Duration
Sent

Received

Save Password

To disable a VPN connection:

1. Select the VPN connection.
2. Swipe left to disable the VPN connection.

To edit or delete a VPN connection:

1. Select a VPN connection.
2. Tap Editor Delete.
3. Tap Done twice.

Mobileconfig profile

To enable web filtering, the iOS device must be supervised and a Mobileconfig profile with a content filter must be
installed on the device. The following is required to install a mobileconfig profile:

1. Apple Configurator 2 (or equivalent Mobile Device Management application) installed
2. i0OS devices are supervised

Instructions on how to supervise your iOS devices can be found on the Apple Configurator 2 Help (or your MDM
application) website.

FortiClient iOS User Guide Fortinet, Inc.
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To create a mobileconfig profile for FortiClient web filtering:

Launch Apple Configurator 2.

Go to File > New Profile.

Enter a Name for the profile.

Select Content Filterfrom the left panel.

poOobd=

5. Click Configure.
6. Select Plugin (Third Party App) from the Filter Type dropdown list.
7. Configure the following:

Filter Name FortiClient

Identifier com.fortinet.forticlient

Service Address fgd1.fortigate.com

Organization Fortinet, Inc.

User Name You can use this field to specify EMS server (IP or FQDN), port, and

connection key (optional). For example, for following string will allow
FortiClient iOS to connect to EMS server at ems.example.com at port 8013,
with key “ConnectionKey”:

ems.example.com:8013 ConnectionKey
Filter WebKit Traffic Select the Filter WebKit Traffic checkbox.
Filter Socket Traffic Select the Filter Socket Traffic checkbox.

8. Click Save.

NP Due to restrictions set by Apple, FortiClient iOS must be launched once before the
‘Q' configuration can take effect. You can use FortiGate compliance enforcement to ensure users
|| launch FortiClient iOS before browsing the Internet. For details, see FortiClient Compliance
- Profiles in the FortiOS Handbook.
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Initial Configuration 11

Web Filtering

s‘é’, Web Filtering is disabled by default. To enable Web Filtering, the iOS device must be

supervised and a Mobileconfig profile with a content filter must be installed on the device. See
Mobileconfig profile.

To configure the Web Filtering settings:

1. Tap Settings.
2. Tap Web Security Settings.

8:49 wll T @)
Settings
User Profile
Web Security Settings

FortiClient Telemetry

3. Enter the passcode in the FortiClient Authentication popup.
4. Enable the Web Filter by swiping right.

FortiClient iOS User Guide Fortinet, Inc.
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5. Configure the Website Blocking by Categories to suit requirements.

8:50

{ Settings FortiClient Web Filter

Enable WebFilter

Site Categories

SAFE SEARCH (SEARCH ENGINES)

Safe Search
Google, Bing, Yahoo, Yandex

WEBSITE BLOCKING BY CATEGORY

Security Risk

Malware, Phishing, Spam sites

Potentially Liable
Drug Abuse, Hacking, Unethical

Adult/Mature
Pornography, Gambling, Mature Content

Bandwidth Consuming
Streaming Media, Download

General Business
Search Engines, IT, General Organizations

General Personal
Entertainment, Games, Health, IM, ...

Uncategorized
Unrated Sites

FortiClient iOS User Guide
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Initial Configuration

Enter iPhone passcode for

“FortiClient"

FortiClient needs authentication

O 0 O O O O

1 2

ABC

4 5

GHI JKL

/ 8

3

DEF

6

MNO

9

13

PQRS TUV WXYZ
Cancel
Al
S L4
? When a website is blocked, a restricted website error page appears.

FortiClient iOS User Guide
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Initial Configuration 14

FortiTelemetry

To configure the FortiClient Telemetry settings:

1. Tap Settings at the bottom of the screen.
2. Tap FortiClient Telemetry.

1:57 all T ()

{ Settings FortiClient Telemetry

STATUS

Specify Preferred Host

FortiClient Telemetry Connection

3. Enable FortiClient Telemetry by swiping right. When FortiClient detects a FortiTelemetry server, a confirmation
pop up window will appear.

|

Confirm FortiClient
Telemetry Connection ‘

Connect to Jeff-FWF90 at
192.168.4.99:8013 7

Send FortiClient Telemetry Data ‘

Cancel
L !

4. Tap Send FortiClient Telemetry Data to connect to the FortiTelemetry server.
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To specify a FortiTelemetry server:

1. Tap Specify Preferred Host.

2:41 wll T @)

{ Settings FortiClient Telemetry

STATUS

Connected to ssldemo.fortinet.com
SN:FCTEMS2519167971

Specify Preferred Host

ssldemo.fortinet.com

FortiClient Telemetry Connection

2. Enter Host and Port.

1:59 all 7 =)

{ FortiClient Telemetry Preferred Host Done

PREFERRED CONNECTION

Host
Port
3. Tap Done.
N ! /., You can use the mobileconfig file to preconfigure a FortiClient Telemetry preferred host.
? Once FortiClient starts, it uses this preferred host to register. See Mobileconfig profile on
= page 9.

User Profile

You can direct FortiClient to retrieve information about you from one of the following cloud applications, if you have an

account:

e LinkedIn
+ Google
« Facebook

FortiClient iOS User Guide
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Initial Configuration 16

You can also manually add or edit a name, phone number, and email address in FortiClient. This user data is sent to
FortiClient EMS, where it is displayed on the Endpoints content pane.

To retrieve user details from a cloud application:

1. Tap Settings at the bottom of the screen.
2. Tap User Profile.

8:49 wll T @)
Settings
User Profile
Web Security Settings

FortiClient Telemetry

3. Tap the desired cloud application.

8:55 wll T @)

Back User Profile

GET PERSONAL INFO FROM

. User Input
m LinkedIn

G Google

n Facebook

4. If you are not logged into the cloud application already on this device, you must log in. Grant FortiClient iOS
permission to use your information.

FortiClient iOS User Guide Fortinet, Inc.
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To add user details manually:

1. Tap Settings at the bottom of the screen.
2. Tap User Profile.

8:49 all 7 =m)
Settings
User Profile
Web Security Settings

FortiClient Telemetry

3. Tap Userinput.

8:55 all

Back User Profile

GET PERSONAL INFO FROM

. User Input
m LinkedIn

G Google

n Facebook

4. Tap to edit the photo, name, email, and phone number as desired.

8:55 all F (wm)

Back User Input Save

.'\

Name
Email

Phone

5. Tap Save.

FortiClient iOS User Guide
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Enterprise Mobility Management

FortiClient iOS supports integration with enterprise mobility management software including AirWatch and Jamf.
Integration with AirWatch or Jamf allows FortiClient iOS endpoints to connect to EMS. Mobile device management
through Jamf and AirWatch is only supported for FortiClient iOS 6.0.1 and later versions.

AirWatch Integration

The following describes how to configure integration between AirWatch and FortiClient iOS. Integration with AirWatch
allows FortiClient iOS endpoints to connect to EMS.

1. In AirWatch, navigate to Groups & Settings > Assignment Groups. Create a new assignment group.

Add v Q ﬁ w @ jamie@ex... v

GETTING Groups & Settings  » Groups
S Groups v P: £ P

o~ QOrganization Groups > ASS‘\gnm@ﬂt GT’OUPS

ue User Groups >

>
*»

n} Assignment Groups Eilters » ‘0 ADD SMART GROUP ‘ ‘El ‘E‘ Search List

App Groups > Groups Managed By Group Type Assignments Exclusions Devices

= Ain Groups .
- Admin Groups ? te Dedicated Devices Fortinet Inc - Canada Smart Group
All Settings 4 te Shared Devices Fortinet Inc - Canada Smart Group

Fortinet Inc - Canada Smart Group

wned Devices Fortinet Inc - Canada Smart Group 0

o oo o o

Fortinet Inc - Canada (Fortinet Inc - Fortinet Inc - Canada Organization Group.
CONTENT

&=

EMAIL

%

TELECOM

GROUPS & .
SETTINGS - Items 1-50f 5 Page Size:| 50 v

© asout <
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Enterprise Mobility Management 19

2. Navigate to Accounts, and add a new user.

Add/Edit User X

General Advanced

secuny Tope” m

User name*

Password * Shaow
Confirm Password * show
Full Name * First Name * Middle Name Last Name *

Display Name

SAVE SAVE AND ADD DEVICE CANCEL

3. Add a new device for the user:
a. From the Device Ownership Type dropdown list, select Corporate - Dedicated.
b. From the Platform dropdown list, select Apple iOS.
c. For Message Type, select EMAIL.

Add Device X
General
Friendly Name sales device !
Organization Group Fortinet Inc - Canada
Device Ownership Type * Corporate - Dedicated v
Platform * Apple i0S v

Show advanced device information options

Message

Message T'Ja'pe"r EMAIL SMS

SAVE CANCEL

FortiClient iOS User Guide Fortinet, Inc.



Enterprise Mobility Management

d. Save. This sends an AirWatch device activation email to the user.
4. The user installs AirWatch agent on the device and scans the QR code in the activation email to enroll the device.

815

Welcome to AirWatch!

AirWatch helps your IT Department to

provide your device with secure
access to resources.

The multi-step enrollment process
begins with authentication.

Choose authentication method:

Email Address

Server Details

QR Code

5. In AirWatch, go to Apps & Books, and add FortiClient iOS from the public App Store.

Edit Application - FortiClient

Public | & Status: Active | Managed By: Fortinet Inc - Canada | Application ID: com. fortinet forticlient | Ap...

Details Terms of Use SDK

. ™
Mame * FortiClient )

View in App Store
Created On 9/5/2017 at 7:19 PM by jamie@example.com

Maodified On 9/5/2017 at 7:19 PM by jamie@example.com

Categories Utilities (System) ®

Start Typing to Select Category ... O

WL

SAVE & ASSIGN CANCEL

6. When adding an assignment, scroll to the bottom and enable Application Configuration. Optionally, you can add
key-value pairs as shown.

FortiClient iOS User Guide Fortinet, Inc.
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Enterprise Mobility Management

FortiClient - Add Assignment

e EnmbLEu DreReLEr R
f User Installed l—“

App Tunneling enasLeD TGN (D

Application Configuration m

pisasLep | (D

| UPLOAD XML |
‘ (@ Enter Key-Value pairs to configure applications for users
Application Configuration
mac_address string v {DeviceWLANMac} % @ Insert Lookup Value
udid String v {DeviceUid} x © Insert Lookup Value
group_tag string - field_engineer ® © Insert Lookup Value
© Add

m -

21

Supported keys include mac_address, udid, and group_tag. Using the key-value pairs shown above enables
FortiClient iOS to read the MAC address and UDID from the iOS device. In this example, the string "field_engineer"
is used as a group tag, which will be used when FortiClient iOS initially connects to EMS. See Group assignment

rules in the FortiClient EMS Administration Guide.

7. You can add more assignments and use different group_tag values.

N
@;l Workspace ONE UEM

Applications v

MONITOR web >
nternal Public Purchased
0 Access Palicies
pences Logging > Filters [@ 200 areuicaTion
£ Application Settings > —
= ‘ ® DELETE ‘
AUt Books > -
Icon Name
EH Orders >
APDS £ BOOKS
All Apps & Books settings (2 ® FortiClient
Fortinet Inc - Canada
0O -
CONTENT

FortiClient iOS User Guide

Apps & Books  » Applications

B e

Platform

Apple i0S

A *
(oo v] [] [@] fermim
nstall Status status
view ()

Fortinet, Inc.



Enterprise Mobility Management

8. Goto Devices, and add a profile.

a.

C.

Go to the Content Filter section. In the User name field, enter the EMS URL.

iOS web content filter X

] SULBU IUTU LaiTiiuar s

ebKit Traffic td

= CardDAV Flleer

26 Web Clips Filter Socket Traffic rd

Credentials Authentication
<> SCEP
| User name example.com:8013 password399
Global HTTP Proxy

(@) Single App Mode

4 Managed Domains

Show Characters

Payload Certificate None

(& Network Usage Rules Custom Data

& macos Server
Accounts

Single Sign-On
[a] AirPlay Mirroring © so0
&= AirPrint

£ Cellular

ADD VERSION SAVE & PUBLISH CANCEL

Go to Single App Mode, and configure as shown below to enable single app mode. This makes FortiClient iOS
run.

i0S single app X

|l LDAP
g Single App Mode
%] Subscribed Calendars
[E] CardDAV Filter Type
7% Web Clips

Credentials

> SCEP

Global HTTP Proxy

[eswmus ]

(@ Content Filter

4 Managed Domains
13 Network Usage Rules Disable touch screen

@ macOs Server
Accounts Disable device rotation

Single Sign-On

21 AirPlav Mirroring -

ADD VERSION SAVE & PUBLISH CANCEL

Assign the profile to the device.

9. When FortiClient is started on the device, it automatically connects to EMS. Once FortiClient is connected to EMS,
disable single app mode for the device. Keep the EMS URL in the Content Filter section.

FortiClient iOS User Guide
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Enterprise Mobility Management

{ Settings FortiClient Telemetry

STATUS

Connected to ssldemo.fortinet.com

SN:FCTEMS2519167971

Specify Preferred Host

ssldemo.fortinet.com

FortiClient Telemetry Connection

Default Gateway...

172.16.111.1

The below shows the EMS GUI after FortiClient iOS connects Telemetry.

23

@ Dashboard

3 Endponts
AN Encpoinis
Manage Domains

Domains

wanagement
@ Software Inventory

[8 Enapoint Profiies

(8 Profile Compenents

(8 Gateway Lists

& Administration

& System Settings

>

v v v v

~

0

Not Installed

¥ Action ~

Device

Last Seen

Location

Jamf integration

sales device-Phone local Apple 105
(5 All Groups/Other Endpoints

ETRLEVE Web Filler Evenis  System Events ]

Apple iOS

Kim Davigson
kdavidson@exampie:com

&5 A

Groups/Other Endpoints

sales device-1Phon. %

iPhone OS 12.0.1
10.108.1.100

12-94-5b-c5-0f-ac

10/15/2018, 3:20:12 PM

Off-Net

0

Not Registered

10.108.1.100 3 Profile | Defaut

Out-OSyne

@® Managed by EMS

Connection
Managed by EMS @
Configuration
Profile Defaut
Instatier Not Assigned
Gateway List Not Assigned
FortiClient Version 6.0.0.0197
FortiClient Serial Number FCT8006A68BDA14E

0

Not Compliant

a &

No Events

Compliance

Features

4k AntiVirus not installed

o # sanabox Detection not instalied

% Web Filter enabled

& Application Firswall not Installed

O Remote Access configured

Vulnerability Scan not installed

S$SOMA not instalied

The following describes how to configure integration between Jamf and FortiClient iOS.

1. InJamf, navigate to All Settings. Configure the settings in SMTP Serverand Push Cetrtificates.

Computers

FortiClient iOS User Guide

System Settings

Global Management

Self Service

Server Infrastructure

Network Organization

Computer Management

Device Management

System Settings

Wellbe
‘oack

* | @

SMTP Server Clusterin

VPP Accounts U

®v 021 & admin v

0

Security Risk

Fortinet, Inc.



Enterprise Mobility Management

2. Navigate to Global Management, and enable User-Initiated Enrollment.

jamf

Computers  Devices

{ﬁ} Al Settings

System Settings
Global Management
Self Service

£ serverinfrastructure

Global Management

3. Goto Mobile Device Apps and add FortiClient from the App Store or by uploading it.

@
Computers  Devices

v

Search Inventory

Search VPP Content

Configuration Profiles
ing Profiles

Pe Device Profiles

Mobile Device Apps

eBooks

Mobile Device Apps

Q_ Filter Re 1-20f2

NAME VERSION SOURCE

& No category assigned

FortiClient 6.01.0199 In-House

FortiClient 6.00 App Store

4. Configure how the app is installed.

jamf

®

Computers  Devices Users

Configuration Profiles
Pr ing Profiles
Personal Device Profiles
Mobile Device Apps

eBooks

Smart Device Groups
Static Device Groups

Classes

Enrollment P
Enroliment Invitations

PreStage Enroliments

Management Settings

FortiClient for field engineer

General Scope VPP App Configuration
DISPLAY NAME Display name for the app

FortiClient for field engineer

Enabled

CATEGORY Category to add the app to
None ~

VERSION  Version of the app

6.00

BUNDLE IDENTIFIER Bundle identifier for the app

com.fortinetforticlient

v B
App is free
DISTRIBUTION METHOD  Method to use for distrbuting the app

Install Automatically/Prompt Users to Install  ~

VPP TYPE

TOTAL PURCHASED

IN USE

REMAINING

24

Re-enrolimer

scopEe

All mobile
devices, All
users

No scope
defined

5. Add App Configuration for FortiClient iOS. This enables FortiClient iOS to read the MAC address and UDID from
the iOS device. In this example, the string "field_engineer" is used as a group tag, which will be used when
FortiClient iOS initially connects to EMS. See Group assignment rules in the FortiClient EMS Administration

Guide.

FortiClient iOS User Guide
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jamf

®

FortiClient for field engineer
Computers  Devices Users

General cope VPP App Configuration

Configuration Profiles

Provisioning Profiles
PREFERENCES Configuration dictionary to be applied to the app on mobile devices with I0S 7 or later
Personal Device Profiles
<dict>
Mobile Device Apps <key>mac_address</key>

<string>$MACADDRESS</string>
<key>udid</key>
<string>$UDID</string>
<key>group_tag</key>
<string>field_engineer</string>

eBooks

Smart Device Groups

New Mobile Device Configuration Profile

Computers  Devices

Options cope

Search Inventory

General >

Search VPP Content General
NAME Display name of the profile (shown on the device)
D Passcode
Configuration Profiles €7 Not Configured
DESCRIPTION  Brief explanation of the content or pu of the profile
s
@ W
Not Configured CATEGORY Category to add the profile to
None v
VPN
EX  Not Configured
Smart Device Groups DISTRIBUTION METHOD  Method to use for
Static: Device Groups Mail Install Automatically -
B o configured
Clat
©a| Exchange ActiveSync

LA Nat Configured
Enroliment Profil

Enroliment Invitations

~
F  not Configure
e Enroliments

7. Under Options, select Content Filter. Add a content filter to point to the desired EMS.

jamf

EMS registration

Computers  Devices

Options Scope  Self Service
Search Inventory Conference Room Display -
Not Canfigured
Search VPP Content Content Filter
i AirPrint
B Not Configured FILTER TYPE

#, Configuration Profiles Plug-in -

ing Profiles 5
FILTER NAME
al Device Profiles
FortiClient
Mobile Device Apps ﬂ Lock Screen Mes
Not Configured
eBooks IDENTIFIER Identifier for the filter plug-in
@ Notifications com fortinet forticlient
Not Configured
Smart Device Groups SERVICE ADDRESS  Hostname or IP address or URL for
Network Usage Rules
Static Device Groups @ fgdifortigate.com
Class ORGANIZATION Organization for the filter plug-in
C»  DNS Proxy
~ Not Configured Fortinet, Inc.

Enroliment Profil

USER NAME User name for authenticating to the service

Enroliment Invitations ems.fortinet.com:8012 ConnectionKey

Enrolime:

FortiClient iOS User Guide

25

cenee! @

Cenee! @

Fortinet, Inc.



Enterprise Mobility Management

26

8. Enable Single App Mode for FortiClient. Single app mode launches the FortiClient app and connects it to EMS. If
FortiClient is not launched in single app mode, it does not connect to EMS.

jamf

EMS registration
Computers  Devices Users 9

Options Scope Self Service

Search Inventory

Search VPP Content

@ Slobal HTTP Proxy
Not Configured

&, Configuration Profiles

Provisioning Profiles
@ SingleSign-on
Personal Device Profiles Not Configured

Mobile Device Apps

EJ| Font
Bl oo

eBooks

AirPlay
Not Configured

Smart Device Groups
Static Device Groups

AirPlay Security
B iconousa
Clas:

Conference Room Display
Not Canfigured

aeat  AirPrint
=N Not contigured

9. Goto Devices > Enrollment Invitations, then send an enrollment invitation to the device.

Enrollment Invitations
Computers | Devices Users

Search Inventory

SENT TO

Search VPP Content

No Mobile Device Enrollment Invitations
Configuration Profiles

Provisioning Profiles

onal Device Profiles

evice Apps

Smart Device Groups

Static Device Groups

Enroliment

<g/ Enroliment Invitations

FortiClient iOS User Guide

Single App Mode

m Single App Mode will target

TARGETED OPERATING SYSTEM  The type of opel
(@ ios

) tvOS

run in Single App Mode (supervised only)

Options  settings enforced when in Single App Mode

Touch

When thi s all touch input on the device

Motion

When thi s on, it doesn't allow automatic rotating of the device is rotated

Volume Buttons
When thi

the volume buttos sabled

Side Switch
When thi

Sleep/Wake Button

STATUS LAST ACTION

Cenee! .
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Enterprise Mobility Management

10. Enroll the device.

4:02 all 7 (.

& fortinetdev.jamfcloud.com ¢

To continue with enroliment, you
need to install the MDM profile
for your organization.

4:03

< Safari

Cancel Install Profile Install

MDM Profile
JAMF Software

Signed by JSS Built-In Signing Certificate
Not Verified

Description  MDM Profile for mobile device management

Contains Device Enroliment Challenge

More Details

4:04

L il = .
4 Settings

@ fortinetdev.jamfcloud.com c

The enrollment process is
complete.

11. When the device is enrolled, Forticlient automatically connects to EMS. Once FortiClient is connected to EMS,
disable single app mode for the device. Keep the EMS URL in the Content Filter section.

FortiClient iOS User Guide Fortinet, Inc.
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Enterprise Mobility Management

{ Settings FortiClient Telemetry

STATUS

Connected to ssldemo.fortinet.com

SN:FCTEMS2519167971

Specify Preferred Host

ssldemo.fortinet.com

FortiClient Telemetry Connection

Default Gateway.

172.16.111.1

The below shows the EMS GUI after FortiClient iOS connects Telemetry.

28

rtiClient Enterprise Management Server

@ Dashboard >
[3 Endpoints ~

All Engpoints % Action ~

0

Not Installed

0

Not Registered

17 o
5 Out-Of-Sync

0
Not Compliant

021 & admin v

0

Security Risk

= Filters ~

Manage Domains sales device-iPhone local Apple i0S

Domains >

(5 All Groups/Other Endpoints

10.108.1.100 3 Profile | Defaut

@® Managed by EMS

No Events

CTUNEVE Web Filler Evenls  System Events z
Workgroups v

~ (3 All Groups
[= Other Endpoints
Management >
& Software Inventory >
Device
8 Endpoint Profiles >
os
(8 Profile Compenents > .
(8 Gateway Lists > ar
& Administration > Last Seen
@ System Settings > Location

FortiClient iOS User Guide

Apple iOS

Kim Davidson
kdavidson@example.com

G5 All Groups/Other Endpoints

sales device-1Phon. %
iPhone OS 12.0.1
10.108.1.100
12-94-5b-c5-0f-ac
10/15/2018, 3:20:12 PM
Off-Net

Connection

Managed by EMS

Configuration
Profile
Installer
Gateway List
FortiClient Version

FortiClient Serial Number

Default
Not Assigned

Nt Assigned
60.0.0197
FCTB006AB85DA14E

o

Compliance

Features
4 AntiVirus not installed
# Sandbox Detection not installed
G Web Filter enabled
& Application Firewall not installed
O Remote Access configured
% Vulnerability Scan not installed

2+ $SOMA not instalied

Fortinet, Inc.



Logs

You can email FortiClient iOS logs to Fortinet.

To email logs to Fortinet:

1. Tap About.
2. Tap Diagnostic.

8:53 all 7 =)

About

Documentation
Help

Ll Terms and Conditions

Diagnostic

3. Swipe right to enable Logging.

8:53 wll T @)

£ About Diagnostic
NETWORK

Interfaces

DNS Servers

Routing Table (IPV4)

Routing Table (IPV6)
Sending stats for improvement

Logging
Report an issue

Clear logs
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Logs

4. Tap Email Logs.

FortiClient iOS User Guide
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Change Log

Date Change Description

2018-09-25 Initial release.
2018-10-16 Added AirWatch Integration on page 18.
2018-11-28 Release of FortiClient iOS 6.0.1. Added Jamf integration on page 23 and added MAC address

and UDID detail for AirWatch Integration on page 18.
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